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Cvbersecurity Policy with Procedures

St. Dominic's Priory School
Effective Date: February 2025
Review Date: February 2026

1. Purpose

This policy outlines the measures St. Dominic’s Priory School will implement to ensure the
confidentiality, integrity, and availability of all digital assets, personal data, and information
systems in compliance with UK GDPR, the Data Protection Act 2018, and other applicable
regulations.

2. Scope

This policy applies to all staff, governors, contractors, students, volunteers, and any other
individuals who access the school’s digital systems or handle sensitive information.

3. Key Objectives
1. To protect personal data in compliance with legal requirements.
2. To secure the school’s IT infrastructure from unauthorised access, cyberattacks, and
misuse.
3. To promote safe online practices for staff and students.

4. Roles and Responsibilities

4.1. Headteacher and Senior Leadership Team (SLT)

Oversee and ensure compliance with the cybersecurity policy.
Allocate resources for implementing cybersecurity measures.
Lead incident response efforts in the event of a breach.
Ensure compliance with UK GDPR.

Conduct data protection impact assessments (DPIAs).

Act as the point of contact for data breaches.

4.2. IT Manager (School IT Provider)/Administrator

¢ Implement and monitor technical security controls.
e Regularly review and update cybersecurity protocols.
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e Provide technical support and ensure system resilience.
4.3. All Staff and Volunteers

o Follow this policy and report potential security threats or incidents.
o Attend regular training on cybersecurity awareness.

4.4. Students

¢ Follow acceptable use guidelines for school devices and networks.
e Report any suspicious activity or concerns to a member of staff.

5. Security Measures and Procedures
5.1. Access Control

e Account Creation and Management:
o All new accounts must be approved by the IT Manager or designated

personnel.

o Accounts must be deactivated within 24 hours of an individual leaving the
school.

o Permissions are reviewed quarterly to ensure least privilege principles are
enforced.

o Multi-factor authentication (MFA) will be enforced where applicable.
e Password Policy:
o Passwords must be a minimum of 7 characters + complexity requirement for
staff and senior students and 3 characters, no complexity requirements Prep
students .
o Passwords must be changed every 365 days (1 year) days.
The use of password management tools is use by the finance department.

5.2. Data Protection

o Data Classification:
o Data will be classified as Public, Internal, or Confidential.
o Confidential data includes student records, staff information, financial
details, and health records.
¢ Encryption:
o All of the day-to day data the school has, is located in Microsoft 365 which is
encrypted with AES.




e Retention and Disposal:
o Data retention will comply with the school’s retention policy (e.g., student
records kept for 25 years unless SEN 35 years and Safeguarding indefinitely).
o Confidential data will be securely deleted using approved methods (e.g., data
wiping or shredding hard copies).

5.3. Network Security

o Firewall Configuration:

o Firewalls will be configured to block all unnecessary ports and protocols.

o The school firewall is set to automatically send an email, weekly, to the
following email addresses, highlighting any breaches of the Safeguarding
Block Filter (safeguarding categories):
ictadmin@stdominicspriory.co.uk,JTalbot@stdominicspriory.co.uk

e Device Security:

o All devices must have endpoint protection software installed (windows
defender).

o Unpatched or outdated devices will be flagged, and users will receive
notifications for immediate updates. All Staff devices should be / are
automatically patched by a piece of software called Actionl, in conjunction
with SCCM (deprecated / to be retired).

5.4. Online Safety

e Web Filtering:
o Blocklist and allowlist rules are updated when requested by the school to
ensure inappropriate or harmful websites are restricted.
o Students’ internet activity is monitored using software to detect suspicious
searches or visits.
e Education: .
o Cyberbullying or unsafe behaviour will be reported directly to the Designated
Safeguarding Lead (DSL).

5.5. Incident Response

e Detection:
o Staff must report unusual activity, such as ransomware pop-ups or phishing
attempts, to the IT Manager (Wave 9) immediately.
o Monitoring software will flag suspicious network behaviour for investigation.
e Containment:
o The affected device(s) will be disconnected from the network immediately if
a Sophos endpoint software is installed
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o Backups will be used to restore systems, if necessary. (The school has both
on-site and off-site backups for virtual servers which are running on the
school server, EG Sage, Door Control Software, Active Directory / Printing,
etc. In the event of a Disaster Recovery scenario, these services could be
restored over hours/days, depending on the source of the data (local, or over
the Internet if it is off-site). However, there is no backup for 365.

¢ Notification:
o The Head Teacher will inform affected parties and authorities (e.g., ICO) of
any breaches within 72 hours if required.
e Post-Incident Review:
o A review will be conducted within 7 days in Term time and 14 days out of
term time of resolving an incident to identify root causes and improve
procedures.

5.6. Backup and Recovery

e Backup Schedule:
o All server-side software which is running at the school is backed-up locally,
and also remotely, for Disaster Recovery (DR) purposes.
o Weekly backups will be stored securely off-site or in a trusted cloud storage
solution.

5.7. Staff and Student Compliance

e Acceptable Use of IT:
o Staff and students must sign the Acceptable Use Policy, outlining
expectations for appropriate behaviour.
o Personal use of school devices is prohibited unless approved by the SLT.
¢ Training and Awareness:
o New staff will attend cybersecurity induction training within their first week.
Cyber security training for school staff - NCSC.GOV.UK
o All staff will complete an annual cybersecurity refresher course.( September
Inset Day).

Threats
A threat, if left unchecked, could disrupt the day-to-day operations of the school, the
delivery of education, and ultimately has the potential to compromise local and national

security.



https://www.ncsc.gov.uk/information/cyber-security-training-schools?_hsenc=p2ANqtz-8LYcScKLBqr8R316QS-NRBLkEdvfbnmflLDMZVFRJN9HoKd18UV5FK6rvSjmbYA5NrjfwH
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Types of Threats
a) Cybercriminals and Cybercrime
Cybercriminals generally work for financial gain, most commonly for the purposes of fraud:

either selling illegally gained information to a third party or using it directly for criminal
means. Key tools and methods used by cybercriminals include:

e Malware: Malicious software such as viruses, Trojans, worms, or any code or
content that could adversely impact organizations or individuals.

e Ransomware: Malware that locks victims out of their data or systems and only
allows access once money is paid.

e Phishing: Emails purporting to come from a trusted source to extract sensitive
information from individuals.

b) Hacktivism

Hacktivists generally take over public websites or social media accounts to raise awareness
of a particular cause. When targeted against local government or school websites and
networks, these attacks can cause reputational damage locally. Regular disruptions from
cyber-attacks can erode public confidence in online services. Hacktivist groups have
successfully used distributed denial of service (DDoS) attacks to disrupt public websites.

c) Insiders

Staff may intentionally or unintentionally release sensitive information into the public
domain. This may occur through sabotage, sale to another party, or, more commonly, due
to human error or lack of awareness about risks.

d) Zero-Day Threats

A zero-day exploit is a cyber-attack that occurs on the same day a software vulnerability is
discovered. This attack takes advantage of the vulnerability before a fix becomes available,
posing a risk to any computer or system without the relevant updates or patches.

e) Physical Threats
Increased reliance on digital services creates vulnerabilities to physical threats such as fires,
floods, power outages, or other disasters that impact IT systems.

f) Terrorists

While some terrorist groups lack technical capability, they may demonstrate intent to
conduct cyber-attacks. Online forums sharing expertise could enable terrorists to escalate
their capabilities significantly.

g) Espionage
Hostile foreign intelligence agencies target UK government and public sector networks to




steal sensitive information. This could disadvantage the UK in diplomatic, trade, or military

contexts.

10 Steps to cyber-Security

This collection is designed for security professionals and technical staff as a

start by reviewing your approach to risk management, along with the other nine
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6. Monitoring and Compliance Procedures

e Audit Logs:

o Audit logs for network activity, device usage, and system access will be
maintained (There are various types of logs (Server logs, Network equipment
logs, firewall logs, etc). Server logs would be retained for 12 months or
longer, however the other logs (firewall, network etc) would likely only be
retained for 3 months at a maximum.)

¢ Policy Audits:

o Internal audits of the cybersecurity policy will be conducted annually to

ensure compliance with legal requirements.
e Penetration Testing:

o Athird-party vendor will conduct penetration tests annually to identify and

mitigate vulnerabilities.

7. Incident Reporting and Handling Procedures
7.1 Reporting a Breach

e Breaches must be reported to the head teacher immediately via (School IT provider).
e A preliminary report should include:

o Date and time of the incident.

o Description of the suspected breach.

o Individuals or systems affected.

7.2 Escalation Process

e Minor incidents (e.g., phishing emails) will be managed by the IT Manager.

e Major incidents (e.g., ransomware attacks) will activate the School’s Cybersecurity
Incident Response Plan, involving the SLT and external cybersecurity (CFC Via our
insurance) experts if needed.

8. Enforcement and Disciplinary Action

¢ Non-compliance with this policy will lead to:
o Aninvestigation conducted by the SLT.
o Appropriate disciplinary action, such as written warnings, suspension, or
termination, in line with the school’s Code of Conduct.
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9. Approval and Review
e This policy will be reviewed annually or sooner if required by regulatory changes.
e Policy reviews will include consultation with the SLT, IT Manager (School IT provider),
Approval
Signed by Headteacher:

@%\SO\

Date 12/02/25




